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KE HOACH 

l'fng pho sty co, bao dam an toan thong tin mang 
dm So' Tai chinh dam 2020 

Thgc hien Ka hoach s6 860/KH-UBND ngay 30/01/2020 dm UBND tinh 
Khanh Elea ye trng pho six co, bao dam an toan thong tin mang teen dia ban tinh 
nam 2020, So Tai chinh xay dixng ke hoach voi nhang not dung nhu sau: 

I. MUC DICH, YEU CAU 

1. Muc dich 

- Dam bao an toan thong tin cho he th6ng thong tin cila,co quan; dam bao 
kha. nang thich img mot cach chd Ong, linh hoat ya giam thieu cac nguy co, de 
doa mat an toan thong tin tren mang; de ra cac giai phap ling pho khi gap six co 
mat an toan thong tin mang; 

- Dam bao cac ngu6n lgc va cac diau kin can,thiat de san sang trien khai 
kip tiled, hiau qua cac phuong an ling dm khan cap six co an toan thong tin 
mang. 

2. Yeu cau 

- Can cu tren kat qua khan sat, danh gia cac nguy co, six c6 mat an toan 
thong tin mang dm he thong thong tin co quan de dua ra phuong an den ph6, 
trng ciru sg co Wang ling, kip tiled, phi' hop; 

- Co the nhanh ellen-1g xac dinh dirge tinh chat, mix dO nghiem trong cua  
sir co khi xay ra; 

- Xac dinh cu the cac ngu6n Arc dam bac), giai phap to chue trian khai kha 
thi, hiau qua cac not dung cna Ka hoach. 

II. NO! DUNG THVC HIEN 

1. Trien khai cac nhi'am vu khi chua c6 six c6 )(ay ra 

1.1. Cong tac tuyen truyan, ph6 bin 

- Tuyen truyan, ph6 bin Ka hoach s6 860/KH-UBND ngay 30/01/2020 
cua UBND tinh Khanh Hoa ya Ka hoach dm So Tai chinh ya img ph6 sir c6, 
bao dam an toan thong tin mang teen dia ban tinh Khanh H6a nam 2020; Quyet 
dinh so 05/2017/QD-TTg ngdy 16/3/2017 clia Thu Wang Chinh phU ban hanh 
Quy dinh ve he thong phirang an Cmg dm khan cap bao dam an toan thong tin 
mang qu6c gia; Thong to so 121/2018/TT-BTC ngdy 12/12/2018 dm BO trurOng 
BO Tai chinh Quy dinh ya lap dv toan, quan 15T, sir dung ya quyat toan kinh phi 
de thgc hien cong tac ling dru six co, bao dam an toan thong tin mang. 



1.2. Tham gia cac chuong trinh huan luyen, dao tao, boi duang, dign tap 

Ph& hop voi Si Thong tin va Truyen thong tham gia huan luyen, dao tao, 
ID& duang, dien tap cac phuong an dOi ph6, ung cal sir co tucmg ung voi cac 
kich ban, tinh huong sir co cu the; nang cao ky nang, nghiep vu phoi hop, ung 

chong tan cong, x* 13'7 ma Oc, khac phuc su co; 

1.3. Trien khai phong ngixa su co, giam sat phat hien sorn su co  

Phi hop voi Se( Thong tin va Truyen thong hoac cac don vi chuyen trach 
kiem tra, giam sat, phat hien som cac nguy co, su co; danh gia an toan thong tin 
mang va ra qua., b6c gam, phan tich, xu 13'T ma Oc; phong ngira six co, quail ly rUi 
ro; nghien cdu, phan tich, xac minh, canh bao sir co, rni ro an toan thong tin 
mang, phan mem Oc hai; xay dung, ap dung quy trinh, quy dinh, tieu chuan an 
toan thong tin; tuyen truyen, nang cao nhan th*c ye nguy co, su co, tan cong 
mang. 

1.4. Trien khai cac dieu kien san sang doi pho, ung cuu, khac phuc su co  

Trang bi, nang cap trang thiet bi, cong cu, phuong tien, phan mem phuc 
vu *rig cuu, khac phuc su co; chuan bi cac dieu kien bao dam, du phong cac 
nguon luc va tai chinh de san san doi pho, ung c*u, khac phuc khi su co xay ra; 
thue,dich vu ky thuat va chitc, tham gia cac hot Ong dm mang 	citu 
su co. 

1.5. Ranh gia cac nguy co, su co an toan thong tin mang 

,Danh gia hien trang va kha nang bao dam an toan thong tin mang 	voi 
he thong thong tin; danh gia, du bao cac nguy co, su co tan cong mang c6 the 
xay ra voi he thong thong tin; danh gia,,  du bao cac hau qua, thiet hai, tac dOng 
c6 the neu c6 xay ra su co; danh 	ve hien trang phuong tien, trang thiet bi, 
cong cu ho trg, nhan luc phuc vu dOi pho, ung cuu, khac phuc su co cna co quan 
(bao gom cUa ca nha thau da 14 hop dOng cung cap dich vu neu c6). 

1.6. Phuong an d6i pho, ung cuu d& voi mot so tinh hung su co cu the 

Phi hop voi So Thong tin va Truyen thong tham gia xay dung tinh 
huOng, kich ban su co cu the va dua ra phuong an doi pho, ung thu doi voi mot 
so su CO cu the, phai dat ra dugc cac tieu chi de co the nhanh chong xac dinh 
dugc tinh chat, mix do nghiem trong khi su co xay ra. 

2. Trien khai cac nhiem vu khi c6 su c'(') xay ra 

2.1. Tiep nhan, phan tich, *rig cdu ban dau va thong bao su co  

- CBCC cac phong thuOc Si khi Oak hien su co can bao ngay cho quan tri 
mang de theo doi, tiep nhan, phan tich cac canh bao, dau hieu su co d6 c6 the dr 
cac nguon ben trong va ben ngodi, phan tich, xac minh su co da xay ra, ghi nhan, 
thu thap chong cu, xac dinh ngu'On g6c su co. Can cu vao ban chat, dau hi'eu cua  
su co de trien khai cac buck uu tien ban dau xir ly su CO theo ke hoach ung ph6 
su co, lua chon phuong an ung dm, xin 3'T kien chi dao;. 
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- Sau khi da trien khai cac buac uu tien tirng ciru ban dau, to chirc thong 
bao, bao cao sr co den cac to chirc, ca nhan lien quan ben trong va ben ngodi co 
quan theo quy dinh tai Dieu 9 Thong to so 20/2017/TT-BTTTT ngdy,12/9/2017 
dm Be Thong tin va. Truyen thong quy dinh ve cac hoat deng dieu phoi, ling ciru  
six co an toan thong tin mang tren toan quoc. 

2.2. Trien khai irng dm, ngan chan va xir 1y six co 

Thu thap chirng cu, phan tich, xac dinh pham vi, doi tuong bi anh huang; 
phan tich, xac dinh nguon goc tan cong, to chirc irng cdu va ngan chan, giam 
thieu tac deng, thiet hai den he thong thong tin. Kip tiled thong bao cho Doi ling 
ciru khan cap sir co an toan thong tin mang tinh Khanh Hea neu sir co ngodi 
pham vi kiem soat. 

2.3. Xii13'T sir co, go be va khoi phuc 

- Sau khi da trien khai ngan chan sir co, trien khai tieu diet, go bo cac ma 
dec, phan mem dec hai, khac phuc cac diem yeu an toan thong tin cila N thong 
thong tin, phoi hop vgi cac don vi 	quan trien khai cac hog deng khoi phuc 
he thong thong tin, cid 	va ket noi; cau hinh 	thong an toan; bo sung cac 
thiet bi, phan cirng, phan mem bao dam an toan thOng tin cho he thong thong tin; 

- Trien khai kiem tra, danh gia hoat deng cua toan be he,  thong thong tin 
sau khi khac phuc sr co. Trixemg hop he thong chug hoat deng on dinh, can tiep 
tuc to chirc thu thap, xac mink lai nguyen nhan de dirt diem, khoi phuc hoat 
Ong binh thueng da he thong thong tin. 

2.4. Tang ket, danh gia 

Tong hop toan be cac thong tin, bap cao, phan tich c6 	quan den sir co, 
cong tac trien khai phuong an irng ciru sir co,6 bac) cao va to chirc phan tich 
nguyen nhan, rut kinh nghiem trong hog Ong xir 1y sir co va de xudt cac bien 
phap be sung nham phong ngira, irng cuu doi vgi cac sir co tuong tir c6 the xay 
ra trong tuong lai. 

III. TO CHU'C THVC HIEN 

1. Van phong Se( 

- Chiu trach nhiem clang tai tren Cong thong tin dien t* oda Sg; giri qua 
E-Office de CBCC dugc bi'et, thuc hien: Ice hoach so 860/KH-UBND ngay 
30/01/2020 cila UBND tinh Khanh Hoa va Ke hoach cua S6 Tai chinh ye ling 
ph6 sir co, bac) dam an toan thong tin mang teen dia ban tinh Khanh Hem. nam 
2020; Quyet dinh so 05/2017/QD-TTg ngdy 16/3/2017 dm.,  Thu tuong Chinh 
phi' ban hanh Quy dinh ye he thong phuong an irng ciru khan cap bao dam an 
toan thong tin mang quec gia; Thong to so 121/2018/TT-BTC ngdy 12/12/2018 
dia. 	trueng Be 	chinh Quy dinh ve lap du toan, quan ly, sir dung va quyet 
toan kinh phi de thuc hien cong tac irng ciru sr co, bao dam an toan thong tin 
mang; 

-,Hang nam kiem tra, tham muu de xudt viec mua,sam, trang bi, nang cap 
cac thiet bi, cong cu, phuong tien phuc vu *rig ciru, khac phuc sir co; chuan bi 
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cac dieu kien bao dam de s'dri sang d6i,pho,,dng 	khkphuc khi six co xay ra; 
Tham muu viec mua sam, sir dung phan mem c6 ban quyen trong hog dOng cua  
co quan; trang bi tu6ng lira; he thong phong, chong tan cong; 

- Hang ngdy thirc hien sao lixu dir lieu chung cua Si,e dam bao an toan dit 
lieu; 

- Phhi hop vai Si Thong tin va Truyen thong kiem tra, danh gia, khc 
phuc six co an toan thong tin mang; 

- Cu CBCC tham gia day du cac lop huan luyen, dien tap cac phuang an  
doi ph6, irng ctru six co. 

2. Phong Tai chinh Hanh chinh six nghiep 

Tren ca s6 dg toan kinh phi cila cac don vi, can d6i tham mtru trinh 
UBND tinh bo tri kinh phi de thgc hien cac not dung theo ke hoach so 860/KH-
UBND ngay 30/01/2020 ciia UBND tinh Khanh H6a ye irng ph6 six co, bao dam 
an toan thong tin mang tren dia ban tinh narn 2020. 

3. L'anh dao cac phong nghiep vu thuhc Si ph6 Nen ke hoach nay den cac 
CBCC trong phong, thu6ng xuyen nhac nher cac CBCC trong phong tuan thu  
nghiem cac quy dinh ye sir dung, van hanh cac irng dung va cac thiet bi tin hoc 
tai co quan, kip tiled thong bao cho quan tri mang ngay khi phat hien six co mat 
an toan thong tin mang; thir6ng xuyen thirc hien sao luu du lieu vao , dia dung 
chung cua phong, de xuat, kien nghi nhung giai phap nham dam bao an toan 
thong tin mang trong co quan./. -̀-  

Noi nhem: 
- So.  TT&TT; 
- Cac phong nghiep vu thu(ic S&; 
- Ban Giam doe (de bap cao); 
- Ltru: VT, VP (X.H6a). 

GIAM DOC 
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